CONSUMER ORGANIZATIONS
Consumer Reports: www.consumerreports.org

Consumer World: www.consumerworld.org

Kelley Blue Book: www.kbb.com

NADA Car Guides: www.nada.com

CONSUMER PROTECTION
Better Business Bureau: www.bbb.org

Center for Responsible Lending:
www.responsiblelending.org

The Consumer Action Handbook:
https://www.usa.gov/handbook

Consumer safety tips: www.consumer.gov

Consumer Reports: www.consumerreports.org

Federal Trade Commission: www.ftc.gov

Free annual credit reports:
www.annualcreditreport.com

Internet Crime Complaint Center: www.ic3.gov

Military OneSource: www.militaryonesource.mil

Sources of Help for Military Consumers

CREDIT REPORTING AGENCIES:

Equifax: www.equifax.com/home/en_us

Experian: www.experian.com

TransUnion: www.transunion.com

Free annual credit report:
www.annualcreditreport.com

EMERGENCY FINANCIAL ASSISTANCE
Air Force Aid Society: https://www.afas.org

American Red Cross: www.redcross.org

FINANCIAL PLANNING AND EDUCATION
Air Force Aid Society: https://www.afas.org

Air Force Airman and Family Readiness Program:
https://www.afpc.af.mil/Airman-and-Family-

National Association of Attorneys General:
WwWw.naag.org

National Consumers League:
www.nclnet.org

National Consumers League Fraud Center:
www.nclnet.org

National Legal Aid and Defender Association:
www.nlada.org

Network of consumer hotlines:
www.callforaction.org

Public Citizen: www.citizen.org

Readiness/

American Association of Individual Investors:

www.aaii.com

Association for Financial Counseling, Planning,
and Education: www.afcpe.org

Choose to Save: www.choosetosave.org

Financial Planning Association: www.fpanet.org
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Kiplinger: www.kiplinger.com

Military Saves: www.militarysaves.org

National Endowment for Financial Education:
www.nefe.org

Save and Invest (FINRA Investor Education
Foundation): www.saveandinvest.org

FINANCIAL INFORMATION AND
COUNSELING

Air Force Aid Society: https://www.afas.org

Air Force Airman & Family Readiness Program:

http://www.afpc.af.mil/Airman-and-Family-
Readiness/

Consumer Credit Counseling: www.nfcc.org

GOVERNMENT AGENCIES

Board of Governors of the Federal Reserve
System: www.federalreserve.gov

Consumer.gov (Federal Trade Commission):
WWW.CONSUmer.gov

Consumer Financial Protection Bureau:
https://www.consumerfinance.gov/

Federal Deposit Insurance Corporation:
https:/www.fdic.gov

Federal Student Aid: https://studentloans.gov/

myDirectLoan/index.action

Federal Trade Commission: https://www.ftc.gov

U.S. Bureau of Labor Statistics: www.bls.gov

U.S. Securities and Exchange Commission:
WWW.sec.gov

INVESTING RESOURCES

Books

e Barron’s Dictionary of Finance and Investment

Terms

Get a Financial Life: Personal Finance in your
Twenties and Thirties, by Beth Kobliner

Investing from Scratch: A Handbook for the
Young Investor, by James Lowell

Making the Most of Your Money Now, by
Jane Bryant Quinn

Master Your Money Type, by Jordan E.
Goodman

Personal Finance, by E. Thomas Garman and
Raymond E. Forgue

The Millionaire Next Door (Series), by
Thomas J. Stanley and William D. Danko

The Total Money Makeover: A Proven Plan for
Financial Fitness, by Dave Ramsey

The Truth About Money, by Ric Edelman

Who's Afraid to be a Millionaire? Mastering
Financial and Emotional Success, by Kelvin
Boston

Women and Money: Owning the Power to
Control Your Destiny, by Suze Orman

Newspapers and Magazines

Barron’s

Forbes

Fortune

Investor’s Business Daily
Kiplinger

Money

Wall Street Journal

Websites

Businessweek: www.bloomberg.com/
businessweek

Dailystocks: www.dailystocks.com

Earnings Whispers: https://www.
earningswhispers.com

D&B Hoovers (business intelligence
database): www.hoovers.com

e ICLUBcentral (tools for investors and

investment clubs): www.iclub.com

MarketWatch: www.marketwatch.com
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e Morningstar: www.morningstar.com Think Before you Click: Practice Safe Computing

e MSN Money: www.msn.com/en-us/money

e Protect your personal information online.
e Saving for College (529 Plans):

: e Know who you are dealing with and do not
www.savingforcollege.com

give out personal information.

e The Motley Fool: www.fool.com e Use anti-virus and anti-spyware software

e Treasury Direct: www.savingsbonds.gov and a firewall, and update these programs
regularly.

e Value Line (research): www.valueline.com

e Zacks (research): www.zacks.com e Use strong passwords and keep them

private.
NO-SOLICITATION REGISTRIES e Back up important files securely.
e Phone Calls: National Do Not Call Registry e Be careful using public wireless networks
www.donotcall.gov 1-888-382-1222 (Wi-Fi).
e Junk mail and email: Direct Marketing e Lock and password protect your laptop,
Association www.DMAchoice.org tablet, smart phone and mobile devices.
e Credit or insurance offers:
www.optoutprescreen.com RETIREMENT
Choose to Save/American Savings Education
PREDATORY LENDING Council: www.choosetosave.org/asec

Center for Responsible Lending:

: _ Military OneSource: www.militaryonesource.mil
www.responsiblelending.org

Payday Loan Consumer Information: Social Security Administration: www.ssa.gov

www.PayDayLoanInfo.org Thrift Savings Plan: https:/www.tsp.gov

U.S. Department of Defense Military Pay:

SAFETY REMINDERS .
https:/militarypay.defense.gov

Protect your Personal Information
TAXES
Internal Revenue Service: www.irs.gov

e Guard your Social Security number.

e Sign credit/debit cards when they arrive.

e Carry only the cards you need.

e Keep your PIN secret.

e Avoid obvious passwords.

e Store personal information in a safe place

at home and at work. The information provided herein does not constitute a

e Do not give card numbers to strangers. formal endorsement of any company, its products, or
W o services by the Air Force. Specifically, the appearance
e Watch out for “shoulder surfer PIN spies. or use of external hyperlinks does not constitute

endorsement by the Air Force of the linked websites, or

o Keep your receipts. the information, products, or services contained therein.

e Destroy documents that contain account The Air Force does not exercise any editorial control over
information (when no longer needed). the information you may find at these locations. This
information provides informational resource material to
e Protect your mail. assist military personnel and their families, to assist in

identifying or exploring resources and options.
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e Pay attention to your billing cycles and
check statements against receipts.

e Check your credit report once a year.
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/ CFPB Financial Well-Being Scale

4 Assessment

N2

Part 1: How well does this statement describe you or your situation?

This statement describes me Completely Verywell Somewhat Very little Not atall
1. | could handle a major unexpected expense ] ] ] ] ]
2. 1 am securing my financial future ] ] ] U |
3. Because of my money situation, | feel like
. ymoney. - O O O O O
| will never have the things | want in life
4. | can enjoy life because of the wa
ey Y O O O O O
m managing my money
5. I'am just getting by financially ] O | L] L]
6. | am concerned that the money | have
y O O O O O

or will save won't last

Part 2: How often does this statement apply to you?

This statement applies to me Always Often Sometimes Rarely Never

7. Giving a gift for a wedding, birthday or other
occasion would put a strain on my finances | ] | ] |
for the month

8. I have money left over at the end of the month ] O ] ] |
9. lam behind with my finances ] ] ] O |
10. My finances control my life ] ] | O L]

Part 3: Tell us about yourself.

11. How old are you? L] 18-61 L 62+

12. How did you take the questionnaire? L] I read the questions [] Someone read the questions to me
. . \

https://www.consumerfinance.gov/consumer-tools/financial-well-being/ \/
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Note: This handout provides a basic overview
of the provisions of the SCRA. Due to the
complexity of the act and regular changes to
the provisions, Airmen should at contact their
base legal office for specific questions

and guidance.

WHAT IS THE SERVICEMEMBERS CIVIL
RELIEF ACT?

In 2003, the Soldiers and Sailors Civil Relief Act
was rewritten and renamed the Servicemember
Civil Relief Act (SCRA). The law spells out
protections for members of the U.S. military.

Service Members Civil Relief Act Simplified

WHO IS COVERED?

Active-duty service members, Reservists, and
members of the National Guard (when in active
federal service) are protected under the law.
SCRA (for all) begins on the first day of active
duty, which means when the person leaves
home for basic or occupational training. Some
protections under the act extend for a limited
time beyond active-duty discharge or release and
are tied to the discharge or release date. Some
of the act’s protections extend to the member’s
dependents.

National Guard members recalled for state

duty may be protected by the Servicemembers
Civil Relief Act. Guard members are entitled to
SCRA protection when called to state active duty
under Title 32, if the duty is because of a federal
emergency; the request for active duty is made
by the president or secretary of defense; and the
member is activated for longer than 30 days.

MAJOR LEGAL PROTECTIONS
Termination of cellphone contracts: The SCRA
requires providers to suspend or terminate
cellphone contracts with- out charging any
early termination fee, if the service member’s
deployment prevents them from using their
services. If the service member does not
wish to cancel their service and will be
deployed outside the United States, the
provider must allow the service member
to suspend their service at no charge
without requiring an extension of the
contract. Note that the service member
must make the request to their provider
before leaving on deployment.

Automobile leases: If a service member
enters into an automobile lease before
going on active duty, they may request
termination of the lease when called to
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active duty. Service members making a permanent change of station (PCS) move, or who deploy for a
specified period of time, may also be able to terminate such leases.

Termination of residential leases: The SCRA allows a service member to terminate a residential lease
entered into while in the military, if the member receives PCS orders or orders to deploy for a specified
period of time.

Evictions from housing: Service members may seek protection from eviction under the SCRA. The
rented or leased property must be occupied by the service member or their dependents, and the rent
cannot exceed a certain amount, which is adjusted each year. The service member or dependent who
has received notice of an eviction must submit a request to the court for protection under the SCRA. If
the court finds that the service member’s military duties have materially affected his ability to pay his
rent on time, the judge may order a “stay” (postponement) of the eviction proceeding or make any other
“just” order.

Relief from foreclosures: Depending on the service member's duty status and situation, the SCRA may
provide protection against foreclosure. The SCRA prohibits the “sale, foreclosure, or seizure” without a
court order of a service member’s personal property as long as the debt was secured before the service
member entered military service.

Installment contracts: The SCRA gives certain protections against repossessions under installment
contracts. If the contract was entered into before going on active duty and at least one payment was
made before that time, the creditor cannot repossess the property while the member is on active duty,
nor can they terminate the contract for breach without a court order.

Six percent interest rate: If a service member’s military obligation makes it difficult to pay on financial
obligations such as credit cards, loans, mortgages, etc., the service member can have the interest rate
capped at six percent for the duration of the service member’s military obligation. Qualifying debts are
debts that were incurred by the service member, or the service member and their spouse jointly, before
going on active duty. Debts entered into after going on active duty are not protected by this provision of
the law.

Court proceedings: If a service member is a defendant in a civil court proceeding, the court may grant
a delay if he or she is deployed. The provision applies to civil lawsuits, suits for paternity, child custody
suits, bankruptcy debtor/creditor meetings, and administrative proceedings.

Enforcement of obligations, liabilities, taxes: A service member or dependent may, at any time during
or within six months after their service, apply to a court for relief of any obligation or liability incurred
before active duty or for relief of a tax or assessment made before or during active duty. The court may
grant stays of enforcement during which time no fine or penalty can accrue.

\
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| 4 Defending Against Identity Theft
ﬁ@?—
WHAT IS IDENTITY THEFT?

Identity theft occurs when someone steals an individual’s personal information and uses it without
his or her permission to open fraudulent accounts and make unauthorized purchases. Identity theft is
a serious problem that can ruin a person’s credit and good name and can take much time, effort, and
money to resolve. The Federal Trade Commission received just under 400,000 reports of identity theft
in 2016.

Strategies for defending against identity theft must evolve constantly to keep up with thieves'
inventiveness. Useful precautions include:

e Safeguarding mail. The greatest amount of information used in identity theft is found in
the garbage and in the mailbox. Consumers should cut down on the amount of junk mail
they receive (especially, opting out of unsolicited credit offers), and remember to shred
everything that arrives anyway.

e Notifying creditors promptly of address changes, so bills and statements do not fall into the
wrong hands.

e Immediately reporting new or
replacement credit cards or checks, if
they are late.

USERNAME
e Opting out of unsolicited credit
offers, which may contain personal IDENTITY ACCOUNT
information.

e Safeguarding your wallet or purse, PASSWORD

identification cards, and debit and
credit cards.

e Taking receipts. Buyers should
keep receipts to verify on your bank
statements and then shred if they are
not needed for tax purposes.

e Safeguarding checks, bank statements
and pay records, both paper and
electronic.

e Placing an active-duty alert on credit reports whenever deployed or away from the service
member’s usual duty station. An active-duty alert requires creditors to take steps to verify
the identity of anyone applying for credit in the service member’s name.

o Initiating a credit freeze on credit reports and restricting access to credit reports. This can
be done at any time, not just during deployments.
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e Closing any accounts that have been tampered with.

e Filing a police report, if victimized. The police report will show that the service member was
a victim of identity theft if creditors try to get them to pay for debts they did not incur. Most
credit card companies require a police report prior to starting any type of investigation or
other action.

e Keeping a written record of who was spoken with, when and what was said when reporting
or attempting to recover from identity theft.

e Contacting the Federal Trade Commission (FTC) at 1-877-ID-Theft or www.consumer.gov.
The FTC serves as the federal clearinghouse for complaints by victims of identity theft.

e The FTC does not resolve individual consumer problems, but complaints from consumers
help the FTC investigate fraud and can lead to law-enforcement action. The FTC enters
Internet, telemarketing, identity theft, and other fraud-related complaints into the Consumer
Sentinel Network, a secure, online database available to hundreds of civil and criminal law-
enforcement agencies worldwide.

HOW DO | KNOW IF MY IDENTITY HAS BEEN STOLEN?

Most identity theft is detected when consumers see unfamiliar purchases or withdrawals from their
credit or checking accounts. Some credit card companies also monitor customers’ purchase for
activity that seems out-of-the-ordinary and will lock the account until a representative can speak to the
cardholder to verify the purchases.

Other indicators of identity theft may include:

e Missing bills: Most bills arrive about the same time every month. A missing bill could mean
that someone has gotten access to that account and changed the address or has stolen the
bill from the mailbox to gain personal information.

e Mysterious trade lines on a credit report: Credit reports should be checked regularly to
verify that new, unauthorized accounts have not been opened.

e Unsolicited cards or bills: Receiving a credit card that was never applied for or a bill for
products or services that were never received could be signs of identity theft. The recipient
should call the bank or merchant immediately.

¢ Credit denial: Sudden denial of credit (such as a credit-card charge being denied at the point
of sale) when they have never had problems could indicate that someone else is degrading
the victim’s credit record.

N
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Electronic Banking Safety

)

Never use public computers or wireless hotspots to conduct financial transactions.

) Log out of accounts and close the browser after banking.

) Use firewalls, anti-virus software, pop-up blockers, and security patches to prevent hackers
from accessing your computer.

Y Do not open email or download attachments from unknown sources; this can allow spyware to
download.

) Use strong passwords consisting of a combination of letters and numbers, and use different
passwords on all accounts.

Y Do not allow browsers to save account information (usernames or passwords).

) Password-protect all electronic devices to prevent unauthorized access.

) Sign up for account security services and ask to be notified when fraudulent activity is detected
or account balances fall below a specified amount.

) Keep a personal record of account transactions to help identify fraudulent transactions.

) Report a lost or stolen phone immediately to the bank, not just the cell phone service provider,
and arrange to deactivate the mobile banking service.
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